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¢ Caching Review

¢ Traffic Server Architecture & Design Goals

¢ Product Overview
— Key Features
— Configuration and Performance Monitoring Basics
— Practice Lab
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Caching Review:
The Direct Connection

@ Direct Connection
(O Manual Proxy Configuration
(O Automatic Proxy Configuration

translate to
IP address

HTTP Response

209.121.33.101
Get http://www.ink.com/support.gif 1.0"
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Origin Server
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Caching Review: O
Manual Proxy Connection tnktomi

O Direct Connection
@ Manual Proxy Configuration
(O Automatic Proxy Configuration

to nameserver first time
(and back to host db)
192.47.53.4 subsequent to Traffic Server host db

HTTP
Origin Server

Offloads

Rasaerre 2001213310

HTTP Response

192.47.53.4 HTTP Request
Get http://www. ink.com/support.gif 1.0"
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Caching Review:
Manual Proxy with Router

O Direct Connection
@ Manual Proxy Configuration
O Automatic Proxy Configuration

multiple routing protocols
router tables handle the work

. ateway router
internal router 9 Y
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HTTP
Origin Server

4

auto-configuration works
the same as manual proxy




CaChing Review: “| know what you've ("

asked for but I'm going

Transparency to do this instead...” Inktomi

very intelligent routing features & alternatives
re-directs Port 80 traffic
operates at line speed

gateway router

redirect 0.0.0.0:80 to 192.47.53.4:8080
index in memory QD (any port 80 traffic) to (Traffic Server)
- identifier for URL

- pointer to header routing rules:

1) Look in Traffic Server cache
2) If not in cache, here are rules

objects stored on disk to get to original using host header

- header with full meta data
- URL, last modified date, time to live, etc.
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Caching Review: O
Transparency Without Switch tnktomi

Unit 1: Traffic Server Overview

gateway router

loads lots of work on Traffic Server to do router work
additional software required to handle port redirection
must write policy based rules

requires browser that does host/header

slower opening gateway

greater potential for problems




Caching Review: O
Reverse Proxy {nk o m

O Direct Connection remap. config

@® Manual P_roxy Configu_ration. http://www. ink . com
O Automatic Proxy Configuration http://real-2.ink.com
A

www.ink.com HTTP
Origin Server

real-1.ink.com

e ————.

HTTP
Origin Server | real-2.ink.com

e ———

Option 2: Multi-host RoadtiRiRedtior —HTT= real-3.ink.com
- 2 namesmithB3IRFdddessess ongins.

- Sjidaafyeshiok owdiente takes it

- 8b e rddimb dodimentent

- Good for regaretbwdlneeyoersdo business

- support.ink.com, sales.ink.com...
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Caching Review: »
On Demand Media Caching (TS m 1

End User Access / Hosting ISP Content
Provider

2

\ O

/ Traffic Server RealSystems

Media Cache G2 Server
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Caching Review: O
Summary b

¢ Traffic Server provides multiple solutions for
transparently intercepting and caching Internet traffic

¢ Creative configuration can address many unigue
problems

Transparent Interception

g | g =

Client Web Server

Traffic Server
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Traffic Server Architecture Inktomi

Scalable Software Network Infrastructure for
Building Smarter Networks

Protocol Logging & Cache Content

® 00
Engine Management Control Distribution

A =B =B =B »r

Software Network Cachine Archlteciue

Existing Network Infrastructure
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Application Features tnktomi

First Streaming Media Cache
Rich Protocol Support
Highest Performance - Proven for > 300 Million Hits / Day
Most Scalable - Cache Sizes Over a Terabyte
Completely Fault Tolerant
— Single Node Rapid Failover and Recovery (< 30 sec)
Simple Manageability
— Single Interface for Cluster
— Real Time Statistics
HTTP 1.1 Compatible
Transparent Caching Solutions
Reverse-Proxy Capability
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Protocol Support Inktomsi

¢ HTTP 1.1
— Further leveraging current caching investment
¢ FTP
¢ Real Media: RTSP and PNA
¢ Network News Transport Protocol: NNTP
— Improves news reading experience
— Reduces bandwidth and news server load
¢ Inter-Cache Protocol: ICP
— Interoperability with legacy and popular products

Unit 1: Traffic Server Overview




Manageability and O
Ease of Use NPPTE

¢ Browser-Based Graphical Ul
— Full cluster with a single point administrator interface
— Extensive real-time stats and graphical analysis
— Configurable cluster-wide alerts and alarms
4 Secure Command Line Interface
— Application and script integration
¢ Improved Installation and Logging Facility
4 Reverse Proxy for Web Hosting
¢ Simple Network Management Protocol (SNMP)
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Performance and Control Inktomi

& Performance
— Increased cluster performance and RAM cache
& Cache is simpler, faster, better
¢ Access Control
— What client IP’s are allowed
— Multiple administrative access levels
& SSL, SOCKS and HTTPS Support

Unit 1: Traffic Server Overview
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Meets Any Network Need Inktomi

p— Public
POP(s) C Internet

Small ct(’

POP(s) O 0O National Backbone o

Hub

Expensive (. (» C Corporate

International Net

Regional Backbone

) C i
o C orlggtra e
Head End

BEEE ="y eE2%

: : : : Users
Unit 1: Traffic Server Overview  Web Hosting 1- 15




C

Traffic Server Innovations Inktomi

¢ Completely modular architecture designed like an OS
— High-performance and portable to fastest hardware
— Native streaming and transformation
®* Reads from origin and writes to client/cache simultaneously
®* Converts or compresses on the fly to match browser features
Peer configuration & monitoring via multicast
Custom object store
Flexible logging and centralized administration

Traffic Server Overview




(ﬁ&‘
Traffic Server Processes e

& Three-process, multi-threaded design per node

4 Shared memory for communications with separate address space

provide highest performance with safeguards that prevent a crash from
taking both down

Shared

Memory
Performs most of the work... —

, , Handlles administration,
* Incoming & Outgoing Requests clustering and fail-over
* (aching Services

ii Sj Ul changes through here

Very small - watches the Traffic Server
and Iraffic Manager to make sure they
are running. Restarts as necessary.
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Traffic Server Architecture Inktomi

4 Modular, layered system

¢ Uniform API for network, disk, cluster and cache
prangdbesisdhtR ofguasttaneous connections

{ ] { } 5 patent applications

tsiphahfeeriitkmada

{ } 2 patent applications

sitSBRBIURRIBPOERRBEE0hS

tém= afl thoasegisl dfyseckatssahedalédme
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Remarkable Efficiency

 Engine built to support multi-threading

» Fast, light-weight processes break large
transactions into small memory efficient tasks

 Thousands of concurrent tasks can run, so work
continues efficiently even during peak periods

continuations

Event Thread - = m

A Single
Traffic Server
Process

Event Thread
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Inktomdi

Thousands of Active
State Machines

Each performing a
limited task as a part
of an event

Continuations are
very small C++
objects that
capture state,
activation functions
and
currency controls




f%:-
Traffic Manager Architecture Inktomi

4 Cluster Management System with
— Automatic configuration distribution
— Aggregation of statistics
— Coupled Clustering creates virtual shared cache
®* High reliability thanks to virtual IP fail-over
® Scalable for high throughput
¢ Outstanding user interface with single point administration
¢ Powerful management tools
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Configuration Management Inktomi

& Because the Traffic Server is composed of “look-alike” nodes, you can
— Easily add one or more nodes
— Add additional disks to a node
— Bring nodes up and down for maintenance
— Remove a node

¢ Configuration “snapshots” allow you to capture a set of configuration
files

— In less than a minute you could restore an old configuration

— You can switch back and forth between configurations for “what
if” tuning
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Reliability and Scalability tnktomi

& Coupled clustering provides high availability and easy scaling as needs
grow

— Nodes work together as a single unit
— Automatically reconfigured within seconds
— Traffic destined for failed node is intercepted by working nodes

Install the number of nodes that meet your demands today
Add extra nodes as your needs change
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Advanced Dataflow Engine Lo s

¢ Designed for Performance

— Streaming dataflow engine rapidly transfers data to and from disk and
network connections

® Adapts to network and disk performance l
®* Minimizes use of system resources

Pipeline streams data objects |
from web hosts to users
while it caches them

Unit 1: Traffic Server Overview
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Host Database Inktomi

¢ Includes a fast, asynchronous DNS resolver to streamline conversion
of host names to IP addresses

4 DNS bindings are cached in a distributed host database
— The database stores information about hosts on the Internet

°* DNS data for converting host names to IP addresses
° HTTP version (1.1, 1.0, or 0.9)

®* Common to achieve 90%+ hit rates

°* Short time to live

Unit 1: Traffic Server Overview
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Object Database tnktomi

& Each node maintains a cache of popular objects in a custom flat-file
database which includes:

— The disks that are used to store data objects
— An index for locating stored objects

¢ Objects are stored in raw disk space
— Seldom fragmented regardless of size

— Indexes are stored separately from objects and cached in
memory to reduce index search time

Unit 1: Traffic Server Overview
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Hierarchical Caching Inktami

& Hierarchical caching allows you to identify a “parent cache” to
speed object retrieval

— If anode cannot find the object in its own cluster, it searches
the parent cache on another cluster before accessing the
Internet to find the object

— The parent cache can be any other proxy server

& The Traffic Server stores alternative versions of the same
document (different languages or browser formats) and serves the
correct version to users based on browser settings

Unit 1: Traffic Server Overview
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Web Server Acceleration Inktomi

& Traffic Server can proxy for your web server (or a group of servers)
— Assumes load that would normally fall directly on your web servers

° Impersonates your web server

®* Much faster than most servers are capable of responding
— Balances the load of your web servers

® Shields them from load spikes
° Simplifies content management

°* Adds another layer of security between your servers and the
Internet

Unit 1: Traffic Server Overview
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Flexible Logging Inktomd

& Traffic Server provides a powerful logging system to meter and record
network accesses:

— Provides information about:
°* Every user request handled

° All error conditions detected
— YoUu can set:

°* Amount of space allocated to log files

°* The format and content of log files (typically Netscape or
Squid)

®* Guidelines on clearing the logs
& To analyze logs, use Netscape or Squid tools

Unit 1: Traffic Server Overview
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Built-In Recovery Inktomi

& Since clustered nodes work as a single unit they can automatically cover
each other if there is a problem

— The database and all cached objects are periodically saved to
protect against system crashes

° In the event of a node failure, cache recovery is automatic

— The Traffic Server automatically balances database contents across
all of the nodes

Unit 1: Traffic Server Overview
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Inktomi

Routing Features

4 Sophisticated routing features allow you to establish:
— HTTP Parent Caching
°* Traffic Server participates as a member of an HTTP cache
hierarchy (can include other caching products)
®* Supports multiple parent caches and parent failover

— Internet Caching (ICP) to allow the Traffic Server to query ICP
hierarchy members (peers) for cache hits

— Reverse proxying (Web Server Acceleration) allows Traffic Server to
act as the proxy for a web server rather than a client

° Specify document routing rules that translate client URL
requests and redirect them to a Traffic Server

®* Reverse mappings rewrite location headers in origin server
responses

Unit 1: Traffic Server Overview
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Security Features tnktomi

¢ The Traffic Server secures access to the Traffic Manager
— Authentication on or off - provide ID and password
& The Traffic Manager secures access to cached objects
— Supports SOCKS firewall protection

®* Client and web server communicate using SSL through a
tunnel provided by the Traffic Server

®* Does not cache or examine encrypted data

& Traffic Server also provides for SSL connections to the manager port,
so the Traffic Manager session can be secure

®* Requires an SSL certificate issued by Inktomi

Unit 1: Traffic Server Overview
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Invisible to Users Inktomi

¢ Data goes directly to the user while caching is underway
& Users never notice the Traffic Server or its caches
Simple browser options activate the Traffic Server

Transparency can be set on the server side for automatic browser
configuration

Users specify standard web addresses

The Traffic Server searches its own caches first, and accesses the
Internet only when needed

Every user is supported by each of the nodes without having to be
aware of data location

Traffic Server Overview
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Maintaining Current Information Inktomi

4 Sophisticated garbage collectors remove stale data
— At installation disks are partitioned to allocate space for caches

— The Traffic Server will automatically begin garbage collection when
the cache fills to 90%

Unit 1: Traffic Server Overview
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Graphical Administration Inktomi

server

protocols Ttaffic Setver dashboatrd
- Gtaphical Administrafor  node
secutify . oo — o gtaphs
routing ptrotocols

host db cache
logging other
shapshots help
& Provides secure sihgle-point administration for large clusters
— Configure, monitor and tune all features and services
— Encrypted remote administration

— Powerful and centralized logging system

Unit 1: Traffic Server Overview
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Monitoring Performance tnktami

€ You can view aggregate statistics for the entire cluster or zoom in on a
specific node

— Check if nodes are up on your Dashboard
°* Alarms notify you if there is a problem
— Request graphs that depict time and performance averages

— Compare the performance of a single node to the overall
performance of its cluster

— Monitor caching activities and caching size

investigate details of high-level information as needed!

Unit 1: Traffic Server Overview
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Graphical Administration Tools

& The Traffic Manager provides a series of pre-defined tools and utilities to
manage your S

ashboard

ne On/Off  Alarms Ohbjects Served

@ @ 013845597

SIL Phis switch controts only node jung

® on

essing is cwrrently disabled

hawdies uniualified kostaines in
in and secondarily tnto tke .com

http://charlotte:8081
http://<node name>:<admin port>

alatms alett you about problems and  logs track all tequests to the setver

Unit 1: Traffic Server Overview




o

Server Configuration Basics Inktomi

¢ Default (recommended) configuration values are assigned during

installation

Traffic Server

SID This switck controls only node jung

® on

affic Server Mame: fjung]

The following two optious coutrol kow the Traffic Server haudles ungualified hosinames in a URL. Setting
botk options expands a hostuame first into the local dowain and secondarily iuto the .com domain.

Unit 1: Traffic Server Overview

Details are in your workbook

Turn the server on or off
Identify ports and
processes

Restart or reconfigure the
Traffic Server

Configure virtual IP
addresses
Auto-configure browsers
to connect to the Traffic
Server

Configure maximum
number of connections
Turn SNMP on or off
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Traffic Server Help HPPEs 1

& New online HELP
allows you to learn
more about particular

[I\)/lages In the Traffic Using the Help Pages
anager

The Traffic Server Help pages are organized according to pages in the Traffic Manager
User Interface. For help about a particular page, click the corresponding icon below.

SErver protocols cache security routing database logging snapshot
£

dashboard node graphs protocols cache
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Inktomi

Server Monitoring Features

¢ The Traffic Manager process monitors all Traffic Server activities and
reports performance through a series of browser pages

Details are in your workbook:

Show all nodes in a cluster
. L with alarms and alerts
Dashboard Review workload on the
cluster or a selected node
Request a graphical display
of various statistics
Show activities on HTTP,
NNTP, ICP and FTP
connections
Show size and activities on
cache space
Evaluate DNS performance,
SOCKS connections and
remote logging activities

ne On/Off  Alarms Ohjects Served

@ @ 013845597

3 f' Virtual TP Addressing is currently disabled
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f‘%
Practice Lab M

¢ Please complete the Unit 1 lab detailed in your Student Workbook
— Start the Traffic Manager
— Review Configuration and Monitoring Options
— Take the Unit 1 Spot Quiz

Unit 1: Traffic Server Overview
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Installing the Traffic Server

Key Installation Steps
Configuring the Target Node
Installing Traffic Server

Verifying Your Installation
Working withi Special Class Tools

Unit 2: Installing Traffic Server
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Preparing to Install Inktomi

4 Root privileges are required for installation

— Facilitates creation of directories and files in areas that are
restricted to root user

° traffic_manager and vip_config executables are seiuiceot

The installer autematically creates a user account for you duimig
installation:

—  This account Is a non-privileged “inktomi™ USer account

—  Used for the Traffic Server daemon, traffic_manager and
traffic_cop processes

Installation Is a two-step process
— Prepare the target node
— Install the Traffic Server seftware on the node

Unit 2: Installing Traffic Server
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Preparing the Target Node Inktomi

& Prior to installation:

— Verify your host system meets the minimum system regquirements.
Multiple node clusters must be configured identically:

Ensure you have a default backup partition that spansitlierdiski(or
re-partiiion using defaults)

Assign primary IP addresses for Traffic Server nedes
Select virtual IP addresses fior dynamic assignment i desired
° Virtual IP addresses cannot include primary IP addresses

°* Primary IP addresses need not be externally accessible if
mapping Virtual IP

Unit 2: Installing Traffic Server
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Minimum System Requirements tnktomi

& Traffic Server supports Solaris SPARC or Digital Alpha/OSE (Euture
release will include Silicon Graphies IRIX and NT)

Computer
server with 256 MB RAM with 256 MB RAM

Operating Solaris 2.6, Solaris 2.6 Digital UNIX 4.0D
System Patch Cluster from SunSolve
(Downloadable from Sun)

Minimum Disk 6-8 disks formatted in raw 6-8 disks formatted in
Space disk partitions raw disk partitions

Network 100 MB Ethernet or FDD/ 100 MB Ethernet or FDD/
Interface

Additional Digital-supplied AdvFS
Software patch (Downloadable from
Digital)

Unit 2: Installing Traffic Server




C

Formatting Disks for Cache tnktomi

& The Traffic Server stores its cache on raw disk partitions
Provides optimum performance
Disks can be sized between 2 GB and 16 GB
Typically uses the default backup partition that spans the entire
disk
®* You should not need to format your disks unless you have
reformatted the disk

°If you have reformatted, you will need to re-partition using the
disk’s default parameters.

Installation will only use a disk with no filesystem mounted and no
swap partition

Unit 2: Installing Traffic Server
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Enabling DNS e

& Enable DNS on the Traffic Server
— DNS Is required for any Traffic Server activity
—  Add at least one valid nameserver entry to /etc/reselV.conii
& Traffic Server’'s Use of DNS Round Rebin in Resolution and €aching

— Jraffic Server recognizes DNS round rebin in itsiewii DNS cache
and resolver

It follows the the same round rebin rotation as It serves
successive requests to the same web server name

Traffic Server establishes: client affinity to server addresses to
avold authentication errers

Unit 2: Installing Traffic Server
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Key Installation Steps tnktomi

Choose the installation target directory and specify logging paiti
Set the Traffic Server name (use same name for all nedes if clustering)

Configure Traffic Server to take advantage of network Interfaces
(cluster only)

Set a multicast group address (cluster only) for simultanecus
transmissions to Traffic Server nodes

Decide i you will set up Transparency (autematic redirection)

Decide ifi you will set up Traffic Server as a web server accelerator
(reverse proxy)

Assign ports for Traffic Server cemmunications
Specify an email address for the administrator
Set username and passwerd for Traffic Manager
Configure Traffic Server Cache

Unit 2: Installing Traffic Server
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Installing the Traffic Server tnktomi

You will need at least 100 MB of free space for the installation and
another 100 MB of free space for the logging system

You must be root to run the setup utility: ./install.sh

The setup script prompts you for target directories and configuration
settings for networking and security

Disk location for files and logs

Port mappings

Email address, username & password for Ul administrator
Cache disk drive information

Unit 2: Installing Traffic Server
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Installing a Cluster PTs

Install ene hest at a time - configuring each node identically
Enter the Traffic Server proxy name for the cluster (must be the same
fior allfnedes)
Preperly configured nodes (same name and port settings) clusier;
automatically
Withy Virtual IP enabled, available P addresses will he divided amoeng
cluster nodes automatically.
Use virtual IP addresses rather than actual physical addresses
(define on Virtual IP page under Configure --> Senver)
The vip_config program perferms the VIP assignments

When nodes enter or leave the cluster, the IP addresses are
redistributed

Unit 2: Installing Traffic Server
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Installing Transparency tnktomi

¢ Transparency (covered in our Solutions Workshop) makes it pessille
to autematically reute user traffic directly to your Solaris Traific Server

Redirects web reguests transparently through cache
Respects sites having no control over user browsers: o thieir
settings
Can be implemented as a hardware or software selution
* Hardware switchiis best (check with Tech Suppert for the
latest list of compatible vendors)

® Software solution reguires the use of externall soitware
packages (included on yeur Traffic Server CD)

Unit 2: Installing Traffic Server




Exploring Installation Files

& Theinstall script calls
appropriate choices based
on the eperating system

Each tar file has all the
Information it needs to create
Traffic Server for each
platferm
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The Installation Script

Setting the Framework

. raffic Server makes uze of 10 ports on your server,
#
e Fleaze enter the starting port number: [BO080] 9000

T g T A g g g gy he following port selectionz were made

Traffic Server Proxy Port 9000
Web  Adwinistration port S001
Dynamic graphing port 002
Auto config port Q003
Y Yy E I Iy Process manager port 2004
Logging =server port 005
Clustering port SI00E

Flease enter an account name for the Traffic Server: [inktomil } Secondary clustering part 2007
Reliahle zervice port 005

zing account inktomi for Traffic Server install, 10, Multicast port 2003

Traffic Server 2,0 Installation
Thiz script will install the Traffic Server cache
on =ystem wolverine,

#
#
#
#
#
#

mter the full path of the destination directory in which to #*iferifying port sssignment conflicts=sx

install Traffic Server: [fexport homedinktomisTS_2,07

> Aemport Ahome/inkton i Ainktomi he port assigrment check hasz found no conflicts
Jexport.honedinktonl finktoni does not already exist, Create it? y

nter the full path of the directory in which to store nter the port assignment gyouw would like to change (1-10%
raffic Server log files: [Yexport/homedinktomisinktomi/logs] 07 for no changez. "h™ for help

> >0
Jexport homedinktoni finktomiAlogs does not already exist, Create it? y

= thiz installation part of a multi-machine Traffic Server cluster? n

Setiing/ Ports

raffic Server port configuration

MWill this zerver perform Reversze Proxy? [bsnlY n
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Configuring Transparency & Cache

he Traffic Server transparency option enasbles Traffic Serwver

o recognize and respond to user HTTP traffic, redirecting user

eb requests transparently through the cache without reguiring

he uzers to reconfigure their browser settings for a proxy
onfiguration, Transparency uszes an IP-Filter driver package.

ully installing and ensbling transparent proxying requires proper
etwork configuration, Please see the Traffic Server Transparency
onfiguration Guide for a detailed description of the transparency
pptions and configuration reguirements,

[f you are unsure whether you need transparency, do #not* install
he IP-Filter package,

ould you like to enshle transparency and install the IP-Filter package? n

raffic manager administration information:

Pleaze enter an e-mail address for Traffic Server alarm notification: Cinktomi]
setudentBinktoni com

zing notification email address studentBinktomi,com

Fleaze enter the Traffic Server adnin user name, Thisz name iz not

5 Unix user account name. and iz only for the Traffic Manager web—based
gominiztration program: [admind

K

raffic Manager administrator name admin

Fleaze enter the Traffic Server adnin password:

K

Fleaze enter the Traffic Server adnin password again

b

Transparency not installed

Unit 2: Installing Traffic Server
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Inktomi

Choose from disks available

hecking available space for cache

Ay dizk that includes a mounted file system or swap partition iz not
available for use as cache storage, Only disk drives not used for any
other purpoze will be listed for cache selection, The system vendor”™s
"hackup" partition normally spans the entire disk drive. and will

be used to identify drives for cache storage,

eady to configure disk space to be uszed for Traffic Server cache,
Select which of your available disk resources should be used for cache,
emember that space uszed for cache cannot be shared with any other usze,

ere iz the list of available disk drives :

(1Y Adevices/shusEl1f .0/SUNK . Fasie 8800000/ 2d@2 . 0o raw
(2 Adevices /shusEl1f .0/SUNK . Fasie 8800000/ 2d@3 0o raw
(3 Adevices/shusEl1f .0/SUNK ., Fasie 8800000 /=d@d O ic.raw
(4} Adevices /shusElf .0/SUNK. Fasie 8800000/ 2d@5, 0o raw
(5 Fdevices/shusBlf . Q0/SUNW, Fazle . B000000  =d@8 .0 o raw
(b} Adevices /shus@lf .0/SUNK. Fasie, 8800000/ 2d@9 . 0o raw

Fleasze chooze one of the following options:

f1» LIST  LIST current cache storage selections,

{a) ADD ADD & cache storage selection,

{ry EEMOVE REMOVE a cache storage selection.,

(=) SELECT SELECT ALL cache storage selections,

(dy DOME  DOME with =election. continue Traffic Server installation,
fg) QUIT  QUIT from Traffic Server installation now,

3

fdevices/shusE1f . Q/SUNK . Fas@e  BB800000 sdE@Z . 0o raw
dodevicessshus@Elf 050NN, faske 8800000 2d@3 . 0tc,raw
dodevicessshus@Elf 050NN, faske 8800000 2d@dd .0 e, raw
dodevices/shus@Elf 050NN, faske 8800000 /2d@b . 0 tc, raw
dodevicessshus@Elf 050NN, fazke 8800000 /2d@ . 0o raw
dodevices/shus@Elf 050NN, fazke 8800000 /2d@9 . 0tc . raw
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Selecting Disk Drives for Cache Inktomi

CHOICE to add: 1 Ihstalling Traffic Server 2,0 files to Jexport/homesinktomisinktomi

Here is an updated list of your choice of disk drives: Sdevices/shus@Lf, 0/SUMN , FasBe , BR00000/ 5d82 010, raw cache partition
@ . lnt Aete/re3,d/S%Gzmmpd and Jetodinit,d/S25armpd are identical
1:' deU}CEstbuS@lF:GHSUNN.rFaS@E:EBGGGOGHSd@E:G:C:PaN EDnFigur‘ing TPEIF'FiC Ser*luler» I:EII:hE!.. ThlS maH take a -Few minutes'
(2} /devices/sbus@If, 0/SUNY, fasle, BE00000,/ :d@3, 03c, raw Do mot interrupt cache configuration or you will have an wnuzable cache,
[ 1 &3y Adevices/sbus@Lf, 0/SUNN, fas@e, 8300000/ =didd, 0:c, raw CLEAR
[ 104 Adevices/zhus@lf , 0/SUNN, faz@e 3800000/ 2065, 0o, raw
[ 145 Adevices/sbus@lf,0/SUNN, fasle, 3800000/ 208,010, raw Clearing Configuration
[ 1B} devices/sbuslf  O/SUNK, fasie, 3800000 D@3, 00, raw Clearing Host Database
[learing Cache
Pleaze chooze one of the following options:
¢13 LIST  LIST current cache storage selections, RECOMFIGURE, succeeded
{a) ADD ADD & cache storage zelection, Traffic Server 2,0 inztallation complete,
{ry REMOVE REMOVE a cache storage selection, Pleaze reboot thiz system before starting Traffic Server,
@ SELECT SELECT ALL cache storage selections, To start Traffic Server, login az inkbomi and enter the command
OOWE  DOWE with selection, continue Traffic Server ifistallation, start_traffic_server
WIT  QUIT from Traffic Serwver installation now, A log file of thiz installation process haz been written to
Fexport/home inktomiATSinstall, log
OPTION: d Fleaze consult the Traffic Server Uszers Guide for full operating information,
You are quitting from dizk drive selection, #

Here iz the final choices of disk drives for your caclie storage configuration:
Adevices/sbus@lf, 0/SUNN, fazle, 8300000/ 2d82, 03 c, raw

Completes a standard insiall
Must reboot the sysiem
TSInstal l. Log Capiules rESPONSES

Configuration for cache storage iz done,
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After Installation

Bin holds
executable
programs

Config helds site
configuration files

Ul helds HTMIL
documents and
Iimages for the _.

Traffic Server ' .

ie,ink

Installing Traffic Server
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Starting the Traffic Server Inktomi

4 \When you have successfully installed the Traffic Server seftware

on all the nedes in your cluster and have rebeoted, you are ready
10 start the server

There s a startup script in the bin directory which direcis a
Traffic Cop precess to initiate the chain of interdependentirafie
Server processes that start and run the system

; age -
inktomi 18 . o M zerver —M -ASH

5
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Verifying Installation Inktomi

Configure: Server Basics

& The best test off a successiul installation is
10 point at the Traffic Manager port to
review: configuration and moenitor results:

—  hittp://news.inktomi.com: 8081
—  https://news.inktemi.com:8081 (secure)

Uzemame and Pazzword Bequired

Enter uzername far Traffic_Server at wolverine: 3007 :

Uzer Mame: IEIEIFI'IIT'I—

Fazzword;

Cancel
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f%:-
Class Tools: Populating the Cache  taktemi

4% Special class tools are available for populating the cache fren the
command line te allew you to:

— Test your Traffic Server

— See Impact on cache as content increases
—  Mbonitor and analyze legs

¢ You are welcome to take these tools with you for use at your site
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f%:-
Practice Lab TS i 1

& Please camplete the Unit 2 |ab detailed in your Student Workheek
Review: the Pre-Installation Worksheet
Installi the Traffic Server
Review the Application Envirenment
Use Class Tools to Pepulate the Cache
* Moenitor Activities
®* Analyze Log Files
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f‘%
Configuring the Traffic Server

¢ The Traffic Server Processes

¢ Exploring Configuration Options
Server Basics
Protocols
Security
Routing
Host Database
Logging
Snapshots

¢ Practice Lab

Unit 3: Configuring the Traffic Server




The traffic_server Process

First in the trinity ofi cooperating processes
This Is the cache processing engine
Responsibilities:

Accept connections

Precess protocol requests

Serve all documents (cached or from origin; Server)
Collect statistics (fior traffic_manager to present)

Unit 3: Configuring the Traffic Server
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Inktomi
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The traffic_manager Process Inktomi

& This is the command and control facility

& Responsibilities:
Stops, starts and restarts the traffic_server process

Moniters the proper functioning and configuratien el the
trafific_server

Prevides graphical \Web administration

Collect and present statistics

Provides cluster administration

Virtual IP failover

Manages proxy auto-configuration port

Maintains a queue of connections in the event oif a Server restart

Unit 3: Configuring the Traffic Server




-

The traffic_cop Process tnktami

& This is the health monitor for both traffic_server and traffic_manager
PrOCESSES

& Responsibilities:
— Heartbeat tests (fetches synthetic.txt)
® Occurs every 10 seconds

®* Heartbeat is logged to Traffic Server’s access o9

http://127.0.0.1:8083/synthetic.txt
— A crontab process ensures that the traffic_cop Is running

®* Runs every five minutes, logged to syslog

°In the event of fallure; autematically restarts falled precesses
Oct 25 03:30:00 wolverine traffic_cop[l1l166]: Cop Starting - Version:
traffic_cop 2.0.0e - (build # 92219 on Oct 22 1998 at 19:19:47)

Oct 25 03:30:00 wolverine traffic _cop[l1166]: Periodic heartbeat
successful, another cop still on duty
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Server Basics: The General Options taktemi

Shutting dewn the server
stops all cachingand
Proxying Services on a
Specific node

Server name is the proxy
name

Proxy pert must be dedicated \
to/ Tjrafific Server (default is ) Traffic Server
8080)

User ID is for the Traffic
Server’s proxy process
(default Is imktomi)

ST This switch controls only node jung

® on

Turn en; auto-expansion to
have the Traffic Server
automatically preface host
names withr www. and suffix
them with .com
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Web Management Options O

Inktomi

Restart is used to effect changes to port numbers and virtual IP address
numbers

— Takes about 15 seconds,
— Disables all caching and proxying across the entire cluster

Traffic Manager Port is for the Administrator’'s browser connection
(default is 8081)

Refresh rate governs how often displays of graphics and statistics will
be updated for you to monitor performance

Web Management

hake These Changes
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Virtual IP Addressing O

Inktomi

Virtual IP addresses are

additienal IP addresses not caufion: incottect IP addressing can
orlented to any particu|ar e((ecﬂvely disable your S}’Sfem.
machine, but assigned

dynamically within the cluster Virtual [P Addressing

& Without Virtual IP addressing, nodes can not cover one another's failures.

You can set up a DNS round
robin so client reguests will
rotate among available nedes

Virtual [P (takes effect at restart): & On © Off
@ Edit virtual [P addresses

Make These Changes
Ini the event a node fails, a peer
node can take over the failed

node’s virtual interface

If Virtual IP is OFF -- server
nodes cannot cover each
other’s failures

be sute you undetstand how these IP
addresses wotk before changing them!

You can edit your virtual P list
firem this page
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Setting Browser Auto-Configuration taktem:

4 | you are not using transparency options, you may Specify. a preference to
Use the prexy server through an aute-configuration file

— [ffnone exists, It will be created

— |l the server detects an aute-configuration file you willfhaVe epiiens
1o view, replace or delete the existing) file

Users will need to set their browsers to connect to your Iiraiiic Server
aute-coeniiguration file as appropriate for each browser

Configure: Browser Auto-Configuration

There 15 no autoconfiguration file. Create One

@ Confisure: Server Basics

Auto-Configuration of browsers

@ Autn-configuration file
Auto-configuration port (talkes effect at restart): [S083

hlake These Changes
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f%:-
Throttling Network Connections Inktomi

& The Traffic Server can restrict the number of network connections it
will accept to prevent system overload if a traffic bottleneck develops

Throttling of Network Connections

Ilazrmum Mumber of Connections:

hlake These Changes
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Configure SNMP NPT |

& [raffic Server suppoerts SNMP
—  View performance infermation about the Traffic Sernver
—  Warning messages (SNMP traps) to SNMP monitering statiens

°* Two management information bases (MIBS)

m Vaster Agent Is MIB-2 (standard MIB)

m Inktomi Traffic Server MIB (contains nede-specific and
cluster-wide infermation)

If SNMP Master Agent is torned off, you will not be able to access MIB-2 host information.
SMMP Master Agent: & On O Off
SMNMP Traffic Manager MIB: & On O Off

hake These Changes
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The Protocols Page O

Inktomi

This page allows you to

tune HTTP and FTP HITP

t | meou tS an d S et user Keep-alive time-ounis set how long idle keep-alive connections remain open.
p r | vacC y fe at ures Keep-Aliwe Tirneout: Inbound (10 seconds

- K ee p -al lve timeou tS Keep-Alve Timeout Cuthound: 1':' seconds
(holding a connection

open for a
SuU b se q uen t re q ue St ) Inactivity Timeout Inhound: [120 seconds

Inactivi ty timeouts Inactivity Timeout Outbound: [120 | seconds
(holding connections
open if a transaction
stalls)

I n b oun d (C onn eCt | ons Actiaty Timeout Outhound: 1800 seconds
to users)
Outbound

(connections to
servers)

Inactivily imeouls set how loug the Traffic Server wails to abort stalled transactions.

Activily Hmeouts lmit the duration of transactions.

Actrtty Timeout Inbound: (1500 seconds
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Configuring Privacy Options O

Inktomi

¢ Remove these headers to protect the privacy of your site:
— The from header (user’'s email address)
The referred header (the link followed by the user)
The browser making the request
The cookie field (which often identifies the user)

Rewmove HITP headers to increase the privacy of your site ond usars.
Eemove the followmg headers:

[T From

[T Referer

M User-Agent

[T Cookie

User Language: | English

hlake These Changes
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Enable Traffic
Server to cache
and serve news
articles by turning
NNTP server on or
off

Caution: you must
click the Restart
button to affect
this change

This page allows
you to configure
basic NNTP
options

Unit 3: Configuring the Traffic Server

Configuring NNTP

NNTP

IITFE Server; IC'ff 'I

HNTF Server Port: |119

Connect Message (posting allowed): |Inkt|:|mi MMNTF serser ready. posting ak

Connect Message (posting not allowed): IInktDmi MMTF serser ready. no posting

NITE Options:
¥ Fosting
[T Access Control
[T WITE V2 Authentication
[T Fun Local Authentication Server
WV Clustering
W Allow Feeds
W Access Logs
I Background Posting
[T Obey Cancel Control Messages
[T Obey MewGroups Control Messages
[T Obey EmGroups Control Messages




Configuring NNTP Polling

¢ This page allows you to configure other NNTP options, like
Inactivity timeout, polling and authentication server

Tuactivity Humeout sets how long idle connections remain open. A 2 wminwte winimum is reconauended.

Inactivity Timeout: IEUU seconds

The lists of groups on parent NNTP servers are cheched periodically for new groups. They need not be
checked frequently as the list chonges slowly.

Check for Mew Groups Every: IBE‘IDD seconds

Ifthe Traffic Server is not set to obey cancel control messages, it can actively poll groups to detect cancelled

articlos. This should not be done too freguently as it involves communication with the parent NINTP sorver.

Check for Cancelled Articles Every: |3EUU seconds

Poll the parent NNTP Server to sea {f new articles have appearad this often.

Check Parent NITF Server Every: |3UU seconds

Foll the other Traffic Servers in the cluster see if gew arficles have appeared this often.

Check Cluster Every: IBU seconds

Full groups are specified in the nnip_servers.config file.

Check Pull Groups Every: IEDU seconds

Unit 3: Configuring the Traffic Server

The Authentication Servar can be run on either the local host or on a remote host. Enter the hostname on
which the Authentication Server will be run hare.

Authentication Server Host: I

The locally run Authentication Server will accept connnections on His port, and the Traffic Server will
connect to the Authentication Server on this post.

Authentication Server Port: IU

The locally run Authentication Server will abort an authorization operation {f it does not complete in this
antount of Huee. The client can ratyy the operation.

Local Authentication Server Timeout; [50000 milliseconds

Clianits are Hmited to downloading no more than this number of bytessecond. A throttle of # means
downloading is not Huited.

Clent Speed Throttle: IU bytes/zecond

Make These Changes
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Configuring HTTPS and ETP tnktomi

& Use the HTTPS setting to restrict HTTPS
SSL connections to certain ports Restict SSL connections to pors: [553

Make These Changes

& ETP requires two connections

— A control connection informs
the ETP server of the request
(@lways initiated by the
Tiraffic Server)

— A data connection sends the
data (can be initiated by,
Traffic Server or ETP based
on your settings)

ese Changes

PASV only: Traffic Server initiates

* PASV/PORT indicates try and FTP acceu

: - PORT only: FTP initiates
leaffIC Server (flrewa” and the Traffic Server accepts it
friendly) but allow FTP to

initiate if not supported

Unit 3: Configuring the Traffic Server




C
Using the Cache Page Inktomsi

¢ This page allows you to
configure how caching
will be handled:

— Cac h e activ at| on Cache Activation

°* What you will Enable HTTP caching
cache Enable FTF caching
* What to do when Ignore user requests to bypass cache
users wan t to hake These Changes
bypass using the
cache Storage

Configure: Cache

Enable MMTP caching

@ View Cache Storace Confiouration
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Configuring Object Freshness Inktomi

& “Freshness” settings tell
the Traffic Server how to Freshness
handle verification with Biorsh Tl e s o oot fom i coce, i ca s b riiatcontnt sver o vy o
the origin server

Vernify freshness by checlang
Set minimum freshness ;
for objects with no
expiration (from 15

I Some web sarvers do not stawp the objecis they serve with an expivation date, but you can cownitrol whetler
m I n u teS to 2 W e e k S) Traffic Server cousidesrs these cacheable and it ow loug these objects are cousidered fresh.

Set ex p | ratl on on FTP L g infnr;'x_'{a_tin:un for a docwment to be cacheahle:
objects (which carry no e
time stamp or date & nothing

In fo rm atl on ) If an object has no expiration date, leave it mn the cache for at least I 1 hour l . but no more than

FTF cached ohjects expire after |3 days

blake These Changes
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Handling Variable Content Inktomi

¢ \Web servers may answer requests
to the same URL with a variety of
objects

D I ffe ren t I an g u ag SN) Variable Content

Different browsers with
different presentation styles

Variable content at different
times of the day

You can set options for
preventing caching of:
— Objects containing ? or
/cgi-bin
— Objects that contain cookies
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Traffic Manager Access

4 Ihe security page allows
you to

— Control access to
the Traffic Manager

° Authentication
° Administrator ID

° Administrator

Password
Allows for a “guest”
ID (static for all
guests)

®* Monitor-only
access

Unit 3: Configuring the Traffic Server

Configure: Security

Control Access to the Traffic Manager

Authentication (hasic): ® On O Off

Admimstrator's [T ﬁ'ih'f'in

@ Change administrator's pa

Guest IDx :a-:h'nin

@ Change puest password

C

Inktomi

Make These Changes
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Firewall Integration tnktomi

¢ If the Traffic Server is outside of
your firewall leave the SOCKS
flag off (default)

¢ If your Traffic Server is inside
the firewall turn the SOCKS flag
on and provide:

— IP address of SOCKS server

— The port for Traffic Server to
connect to the SOCKS Unidentified machines ate

server assumed fo be outside the

— Edit your SOCKS list for fitewall
modifying IP addresses

Firewall Configuration
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Enabling Parent Caching tnktomi

4 You can point your Traffic Server at another Traffic Server (or a
different caching product) to form a hierarchy to search for requested

objects

If the object is not found in the local cache, the next check is against
the parent cache

client local parent

request server server

Configure: Routing

Parent Caching

Parent Caching: © COn & Off

Parent Clache: I

Make These Changes
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Enabling ICP Caching tnktomi

& Traffic Server supports Internet
Cache Protocol (ICP)

—Allows specific proxy
caches to exchange
iInformation about their
content (replies “hit” or
HmiSS”

—Specify ICP peers

¢ Checks (in order)
—Traffic Server cache

—Sibling ICP caches Configure: ICP Peers

—Parent ICP caches
—Parent Traffic Server caches S r ’7 ’7

et host 3301 0 1
—Origin server

ICP Multicast enabled: © On & Off

ICP Quetry Tirneout: I

Make These Changes
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Server Accelerator Options Inktomi

¢ Reverse proxy allows Traffic You define routing rules for Traffic

Server to proxy for your web Server to refer full paths
server (become your web

serve r) Server Accelerator (Reverse Proxy)
s, M u C h f aS t e r t h an m O S t The Traffic Server can be configured as an accelerated, "virtunl" web server in frout of one or many slower,

tradittonal web servars. The settings below allow you to enable aud disable web server acceleration, and control kow

web servers can respond Toafc Serse routes document regusts o th backing web servrs
— Balances load of web serverfestlashon € o 08

servers
— Centralizes administration

* Mo

iting Rules

URL to redirect requests without host header: I—
¢ Traffic Server intercepts server e e G

requests from clients (DNS for
ori g in server resolves to Traffic Traffic Server cannot route URLs from older
Serve I’) browsers that do not use a Host: header.
Routing rules can define default mapping
— Path only rules to handle this. If no default rule is
— Routin gru les cl arify provided, th;s URL would simply pr/iin the
situation and request user upgrade their
where to look -~
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Server Accelerator Options Inktomi

4 Routing rules include:

— Rule type (map for user

requests or reverse map for
Orlgln responseS) Action Type Target Replacement

— Target URL (“from” URL) ] 20 o real hopalong com
— Replacement URL elete | Moy
¢ Client’s URL requests are

compared against the target
URLS In map rewrltlng rU|eS @Iﬁjl:lnﬁ!;ﬂ_lre: Routine

— Hosts must be the same
— Ports must be the same

— Path of the target URL must
be the same as prefix of
requesting URL

Configure: Routing: URIL Rewriting

Add Entry
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Web Server Redirects Inktomi

& Ilraffic Server uses reverse mappings to prevent redirects fron eigin
servers to cause clients to bypass the Traffic Server

& Ihere should be a reverse map rule for every map rule withrthe ergin
URL and the replacement URL reversed

map / http://real _hopalong.com /
map http://www.hopalong.com/ http://real _.hopalong.com/
reverse map http://real_hopalong.com/ http://www.hopalong.com/

maps incoming requests
lacking a host: header
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Transparent Proxy Status Inktomi

¢ Transparency allows Traffic Server to intercept and respond to port 80
requests without the user having to configure their browser (NNTP on 119)

— Destination IP address is changed to Traffic Server (80 to 8080)
— If in cache, serves request, changing IP back to origin server port

& There are three routing solutions
° Layer 4-aware switch (most rapid switching)

® Policy-based routing (router between Traffic Server and clients)

° Software routing (uses Traffic Server as the router)
& Transparency is setup during installation, this simply shows status

Transparent Proxy

The Trausparency option is installed. Redirvected users will be served transparently.
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Using the Host Database Page O

Inktomi

The host database stores Configure: Host Database
DNS entries of servers that
the Traffic Server contacts
to fulfill user requests

Host Database Management

Lookup timeout: |20 Seconds =

S ett I n g S d et er m I n e h O W & Setting the foreground Hmeout to greater than or equal to the background Hmeout disablos background
0 o . refrosh

long DNS entries remain in g

the database (before they  |ESCEESEIEE
are fl ag g ed as Stal e an d Backeround tuneout; | 12 Hours =
refreshed)

Irrvald host tmeout; | Immediate |-

You can set entries to Re-DNS on Reload: © On @ Off
refresh in background so

they can be refreshed after

they are served, rather than

before
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Configuring DNS PPTe 1

¢ To provide DNS services, the Traffic Server uses a list of DNS servers
obtained from the DNS table in your resolv.conf file

— Always tries to connect to the first server on this list
— If unsuccessful, it moves to the next entry

& Specify how long the Traffic Server should wait for the DNS server to
respond with an IP address

— If user gives up the response will still be cached for subsequent
use -- if it arrives within the time limit you set

& Specify how many times the Traffic Server should allow a look-up before
it sends back an “invalid host name” message

DNS Configuration

Resolve attempt timeout: | 15 Seconds =

Mumber of retries: Ei I

Make These Changes
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Using the Logging Page tnktomi

¢ Choose a central location for Configure: Event Logging
storing and collating logs

— How much disk space to allow Event Logging © On O Off
for log files (make sure it's Viake These
smaller than actual space
availabl e) Log Management

° Default is 10 MB

°* Recommend more like

1 GB (per node)
— Headroom is minimum space
remaining to kick of deletion of
oldest log files

Log space limit (MEB): I
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Configuring Log Collation Inktomi

& Heavy activity consumes cluster o
bandwidth Log Collation

og collation: © On & Off

# Brings all logs together when NN
you establish a log collation ecoien et

server and port

— If it can’t connect for some
reason, it writes individual og space g files (
“orphan” log files to local Make These Changes
disks

— You provide a name and Must be a Traffic Server.

pO I"[ fOr th | S server (d efau It Separate collation server
IS 8085) is planned, but not yet in
the product.

Log collation port: [3083

& Specify a secret code (Log
Secret) to prevent any process
other than the Traffic Server
from writing to the log directory
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Log File Formats Inktomi

& Choose the format and
name log files Squid

— Sq u I d FO r m at Enabled: & COn © Off
— Netscape Common or Log fls type: & ASCI € Binary
Extended Format

— Custom Format

Standard Event Log Formats

Log file name: |[Squid

4 Samples are included in Log file header L
th e WO r k b O O k Netscape Common
Enabled: © On & Off

Log file type: & ASCII € Binary

Log file name: [comon

Log file header; |4
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Configuring Log Rolling tnktomi

¢ Set guidelines for rolling your log files

—Roll interval indicates how often to roll or clear log files (default is 6
hours starting at midnight)

—Set roll interval several times a day to ensure no single file becomes
too large

—Log files roll automatically on a server restart
& Auto-delete eliminates the oldest files when disk space is less than
specified headroom

Log File Rolling
Rolling enabled: & On © Off

Roll offset hour: |00 Hour (12:00 Midnight) =

Auto-delete rolled log files when space is low: © On & Off

Make These C
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Using the Snapshots Page

4 Snapshots represent the
sum of all configuration
settings at a particular place
in time

— Options allow you to

name and take a
Snapshot

— Create a Snapshot
before you make any
changes or do system
maintenance

Unit 3: Configuring the Traffic Server
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Inktomi

Configure: Snapshots

MName New Snapshot: I

Take Snap Shot

Snapshots allow you to save and restore the configuration of Traffic Server. Snapshois are stored only on the
node thay are taken but when they are restored, thay are restored to all nodes in the cluster. This is node jung

Avalable Snapshots:

Delete Snapshot;

initial 32000 conn. 1500 mb log Delete




f‘%
Practice Lab TS i 1

¢ Complete the Unit 3 Practice Lab
— Review and re-configure the Traffic Server

°* Web Management
®* Transparency and Server Acceleration
®* Protocols and Security

° Logging
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